
Social Media Awareness Evening



Welcome





Aware → Prevent → Impact

Children Online

Cyberbullying Grooming Inappropriate Websites Losing control over 
pictures and videos

Social Media Mobile Technology Gaming Sexting

Research Illegal Material Digital Footprints Privacy 

Data / Wi-Fi Money Contact Details Sharing

Parents School 



Why are you here?

Children Online
Cyberbullying Grooming Inappropriate 

Websites
Losing control over 
pictures and videos

Social Media Uncensored 
Exploration

Gaming Sexting

Health Illegal Material Digital Footprints Privacy 

Data / Wi-Fi Overuse Contact Details Sharing



Typical Events Dealt With...

Day to Day Fortnightly Rare

Group messages have been 
sent about a student. This 
may contain many ‘passive’ 
members of the year group.

A message / image has 
been shared between a 
group of friends. The image 
has been screenshotted 
and filters around the year 
group which then gets back 
to the person.

A ‘fake’ page / site has been 
set up impersonating 
someone. Many messages / 
images have been sent 
through using it. 



Typical Conversations - Parents & School

“I’ve taken my sons/ daughters 
mobile off them”

“They have deleted their social 
media accounts”



What we at George Spencer Academy would like to share with you

Risks / Positives

Case Study - Student X 13 Years Old

School 

Legal Implications

Reporting Incidents 

Digital Footprint

Top Tips

GSA’s Follow Up for Students  - Challenge Day



Risks / Positives

Risks 

Sharing Personal Information

Unwanted Contact

Harmful content 

Illegal material

Privacy 

Overuse & Unhealthy Networking

Positives 

Communication Skills

Computer Skills

Research

Creativity 

Confidence

Money Management 







Authenticity of information shared with you this evening

Social Inclusion Specialists 

Pastoral Leaders

Family Lives (Website)

Think U Know (Campaign)

CEOP (Police)



Student X - 13 Years Old



Based on a real Case Study from the last five years within the locality

Student X - The Scene

- Student X started to talk to an older student from a different school through a 
‘someone you may know’ section on a social media website

- Student X accepted a ‘friend request’ and began to talk to the older student
- Student X was flattered by the attention from an older student and even shared their 

actions with her close friends about their conversations
- Student X had been talking for 4-5 weeks now. Conversations had now taken place 

over social media, phone conversations, picture messaging, text and video calls. 
- After 6 weeks, student X had started to receive messages from other students from 

their own school and others within the locality



Based on a real Case Study from the last five years within the locality

Student X - The Problem

- Student X had shared a ‘nude’ image with the older student and received many 
back from them

- Student X found out that their image had been shared amongst many students in 
their year group and was continuing to circulate and even ending up on a website

- Student X had no idea what to do and was too scared to tell anyone at home. 
- Student X decided to inform their year team about the constant ‘harassment’ from 

others in their year group, along with others. 
- When the immediate investigation was conducted with the student, it became clear 

that Student X had lost control of personal images that had been shared in 
confidence with another pupil 

- Student X didn’t feel safe



Based on a real Case Study from the last five years within the locality

Student X - The school's responsibility and actions  

- The student was supported and an immediate action plan put in place to ensure the 
pupil felt safe. The pupil was praised on confiding in the school. 

- Pupil X were told that the school were obligated to share the situation with their 
parents 

- The school started an investigation 
- Parents were informed immediately about the situation and that an investigation 

was underway to support the student 
- Statements gathered from Student X and other students who were known to have 

seen or have the image(s).
- A dialogue opened up with the school of the older student

Student X - Statements Gathered and Further Actions 

- Reviewing the statements with relevant teams within school and leadership, it was 
concluded that this was now beyond the school’s authority and needed to be 
passed onto the police to be treated as a police matter. 



Based on a real Case Study from the last five years within the locality

Student X - Police Matter

- Police contact was made with the home of pupil X 
- The police worked with the family concerned, gathering statements and requesting 

many of the devices that were used to communicate with the older student
- Some time passed…

Student X - Aftermath

- The police were aware of the older student for previous minor offences and similar 
statements against them had been made from other younger pupils within the 
locality 

Student X - Outcome

- Support provided by the pastoral team for Student X through weekly appointments
- Parents received some further guidance 



Based on a real Case Study from the last five years within the locality

Student X - Present

- Student X receives support from home and school
- Student X is still coming to terms with once a digital image is released and shared, 

there are never any guarantees it won’t pop up in the future
- Outside agency - internet safety 



Our School

Set Up 

Pastoral Support: 
Director of Learning / PSA / Learning Manager 

Social Inclusion & Safeguarding 
Mrs Caroline Holland / Mrs Amanda Bostock

Rules at George Spencer Academy in relation to use of Social Media

- Please be aware that school will look into issues concerning social networking sites 
if it is affecting a student’s ability to learn. (Page 12 - Technolgies policy)

- We will confiscate phones and look through them if needed. 



Legal Implications

Remember – if a picture or video is of a boy or girl under 18 and it’s ‘indecent’ – (if it’s naked, a 
topless girl, contains genitals or sex acts it will be!) – it’s illegal to share, keep on your computer 
or on your phone.

That doesn’t mean your friend will be in trouble. The police understand that young people share 
these images with their boyfriends or girlfriends, even though it’s a bad idea.

What it does mean is that if other people are sharing a picture without your friend’s permission, 
they are breaking the law and could be in serious trouble.



Reporting Incidents

George Spencer Academy

stopbullying@george-spencer.notts.sch.uk

Text: 08969203860

101 - Report to the police

mailto:stopbullying@george-spencer.notts.sch.uk
mailto:stopbullying@george-spencer.notts.sch.uk


Digital Footprint

What is a digital footprint?
A digital footprint is data that is left behind when users have been online. (Your online presence)

● 7% of Americans can be identified online with just three facts about them: ZIP code, birthday, and 
gender (Morehouse, 2011).

● In 2009, 45% of all hiring managers used search engines to research the digital footprint of 
potential applicants - up from 26% the previous year (Cowell, 2010).

● 63% of hiring managers decided not to hire an applicant because they found something 
questionable about that person on a social networking site (Cowell, 2010).

● Most people don't know what's in their digital footprint:  only 3% of people perform a search on 
themselves regularly, and almost three-quarters have only searched for themselves once or twice 
(Cowell, 2010).



SOCIAL MEDIA



FACTS



Top Tips 

Communication with your son/daughter

•Talk to your child about online grooming

•Talk to them about their online friends

•Let your child know that you are always there for support and you understand how easy it is for things to get out of 
control online

 •Learn how to report any inappropriate contact made to your child online



Top Tips 

Further Social Media Recommendations

- Security settings need to be set to “Friends only”, that includes - comments, posts and photos
- These “Friends” need to be people they know and trust in the real world
- Content  - Only post content and photos they wouldn't mind showing you!
- Try your very best to be “Friends” with your child on Facebook
- Learn how to report an issue directly to Facebook 
- Help set up their profile

-  Add your email as the main contact (if possible)

-  ‘Like’ the Click CEOP page

- Check in and keep updated 



Challenge Day for Students 

Focus:
1. Social Media
2. Sex & Relationships

Event Date

Challenge Day 1 Wednesday 28th September

Challenge Day 2 Thursday 3rd November

Challenge Day 3 Tuesday 6th December



Year 7 & Year 8

As a further recommendation from us:
- You need to be intrusive
- Know their passwords
- Learn how to monitor their online usage and activity 
- How to use parental controls 



Further Guidance & Reading

http://www.familylives.org.uk/advice/your-family/online-safety

CEOP (Child Exploitation and Online Protection Unit)

Think U Know

Top Tips Hand Out

http://www.familylives.org.uk/advice/your-family/online-safety/digital-footprints/
http://www.familylives.org.uk/advice/your-family/online-safety/digital-footprints/


Q&A



Thank you


